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Fighting cyber security threats is a multi-billion-pound industry, and one that continues to grow as threats 
from the likes of malware, ransomware, phishing, DDoS attacks and hacking increase. Organisations both 
large and small are turning to cyber security professionals to help them keep their commercial and financial 
data, websites, infrastructure sites and their customers’ details safe.  Cyber Security Technologists all 
require an understanding of security concepts and technology and how to mitigate risks arising from 
threats. 

Is this training programme for your business? 

This programme is ideal for new and talented 

employees who want to learn and progress, or for 

your existing employees who are looking to retrain 

or upskill. It is ideal for those looking to develop their 

skills within the industry.

The programme in brief

• Level 4

• Duration – 24  months

• Blended approach to delivery which could include 

webinars, face-to-face, Skype, telephone and 

online learning

• Development of the learner’s knowledge, skills 

and behaviours relevant to the job role

• Completion of required Vendor certifications

• Level 2 Functional Skills where appropriate

• End-Point Assessment
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The learner journey

What does this mean for the 
employer?

1. 24 months on-programme  –  This is when 
you will learn the skills, knowledge and behaviours 
which will then support you in the End-Point 
Assessment. You could partake in a combination 
of activities, such as classroom-based sessions, 
mentoring, shadowing, bespoke resources and 
off-site visits, in order to support your learning and 
development. You must also partake in 20%off-job 
training.

2. Gateway – After the 24 months teaching and 
learning, you, your training provider will review your 
learning journey and decide whether it is the right 
time for the on-programme assessment.

3. End-Point Assessment – This is when you will 
need to demonstrate you have learnt the required 
knowledge, skills and behaviours, through a 
scenario-based knowledge test and a discussion 
based on an evidence-based portfolio.

This programme has three disctinct 
options

By enhancing the knowledge, skills and behaviours 
of your employees, this will, in turn, have a positive 
impact on your strategic business objectives. The 
affordability of the programme often results in a 
greater return of investment than other alternative 
training, such as graduate programmes.
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The Cyber Security Engineer

This is the most technology focused role in the 
occupation and will typically design, build and test 
secure networks or security products or systems 
with a particular focus on the security aspects of 
the design.

The Cyber Risk Analyst

Focuses on risk assessment, analysis and giving 
advice on risk mitigations. The roles may support 
formal security governance, regulatory and 
compliance (GRC).

The Cyber Defender and Responder

This role is more operationally focused, configuring 
and operating secure systems to prevent security 
breaches or monitoring systems to detect and 
respond to security breaches.

In their daily work, an employee in this occupation 
interacts with a broad range of people from 
their own organisation and externally including 
suppliers and customers, technical specialists, 
non-specialists, peers and senior representatives. 
The roles are typically office or computer room/
lab based. Some employers will also have security 
clearance requirements, which may impose 
residency or nationality restrictions. An employee 
in this occupation will be responsible for their own 
work, work as part of a team including different 
levels of technical and non-technical skills, and may 
also be required to supervise work, budgets and 
other staff.


